Instalagdes necessarias para o uso da VPN SSL — v1.1

Instalagoes para o uso da VPN SSL
Este documento auxiliara na instalagao dos seguintes plugins:
o SafeSign 4.x

e Driver da leitora (Gemalto)
e Cadeias de certificados
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1. INSTALAGAO DO SAFESIGN

4.x #3 SafeSign IC MiniDriver Setup = %

Welcome to the SafeSign IC MiniDriver
Setup Wizard

¢ Realize o download do arquivo .msi

contendo o instalador do SafeSign 4.x - i il et Sl MO v
clicando neste link. SafeSign o, acknestto ontmue o crce o est e o

Wizard,

Identity Client

e Execute-o para iniciar a instalagdo. Na
tela ao lado, clique em next:

‘ﬂ SieSﬂgﬂ IC VeruOr;vtv Setup - X

. . . | End-User License Agreement
¢ Em seguida, aceite os termos e clique Please read the folowing cense agreement careflly

em “next’:

SafeSign Identity Client License Terms and
Conditions

Clause 1

Subject to the terms and conditions of this Agreement, A.E.T. Europe B.V.
(herenafter: AET) grants to Licensee a non-exclusive, non-transferable and
non-objectionable kcense to use SafeSign Identty Clent. Licensee &5 not
granted any ownership rights. Licenses are granted on the condition that

the Uicensee fuly comples with the terms and condtions of ths v

Anennmant Al intallack ol and imdssrbeinl Auma rrbin rinhte ara and wall

I[ZIWNM?\MWWW!I

SR e

49 SateSign IC MiniDriver Setup - X

Custom Setup
. . N Select the way you want features to be installed.
¢ Na tela seguinte, selecione a opg¢ao

“PKCS #11”’ e dep0IS “next”: Chick the icons in the tree below to change the way features wil be installed.

Cryptographic support for Frefox,
Mozila, Netscape and other PKCS
#11 lorary aware products

This feature requires 786058 on
your hard drive. It has 2of 2
subfeatures selected. The
subfeatures require 13M8 on your
hard drive.

Browse.

= e[ ]

SECRETARIA DA FAZENDA DO ESTADO DE SAO PAULO
DTI — Departamento de tecnologia da Informagéao



https://portaladm.intra.fazenda.sp.gov.br/servicos/acessoremoto/Documents/Pasta%20Arquivos%20Manual%200-%20VPN%20SSL/SafeSign%20IC%20MiniDriver%204.0.0.0-AET.000%2064-bits.msi

Instalagdes necessarias para o uso da VPN SSL — v1.1

¢ Clique em “Install”:

¢ Clique em “Ok” e aguarde a
instalagao ser finalizada:

¢ Apés a finalizagao, clique no botao
“Finish”:

¢ O aplicativo sera instalado com o
nome de “Token Administrator” e
pode ser encontrado na barra de
pesquisa do Windows:

e OBS.: Uma reinicializagao do
sistema podera ser solicitada. E
recomendado realizar essa
acao.

ﬁ SafeSign IC MiniOriver Setup -

Ready to install SafeSign IC MiniDriver

Click Install to bagn the installabon, Chek Back to review or change any of your
nstallation settings. Chck Cancel to exit the wizard.

o

Installing SafeSign IC MiniDriver

Please W o3 SafeSign IC MiniDriver Setup

Status:

i

The setup must update fies or services that cannot be
updated while the system is running. If you choose to
continue, a reboot will be required to complete the
setup,

ES] ==

#3 SafeSign IC MiniDriver Setup -

Setup Wizard

SafeSign

Identity Client

Completed the SafeSign IC MiniDriver

Click the Finish button to exit the Setup Wizard.
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2. INSTALAGAO DO DRIVER DA LEITORA (GEMALTO)

¢ Realize o download do arquivo
instalador do driver da leitora clicando
neste link.

¢ Apds executa-lo, clique em “Next”:

¢ Aceite os termos de instalacéo e
cligue novamente em “Next”:

#8 GemPcCCID Setup x

Welcome to the GemPcCCID Setup
Wizard

The Setup Wizard will install GemPcCCID on your computer.
Click Next to continue or Cancel to exit the Setup Wizard.

gack | next | | cancel

P GemPcCCID Setup >

End-User License Agreement

Please read the following license agreement carefully

END USER LICENSE AGREEMENT .

IMPORTANT-READ CAREFULLY: This End-User License
Agreement for Gemalto Software ("EULA") is a legal and binding
agreement between you and a subsidiary or affiliate of Gemalto
N.V. ("Gemalto”) that distributes the Software (as defined below)
aoverned bv this EULA. “You" are a person or lecal entitv ¥

I | accept the terms in the License Agreement I

| Back | next | | cancal
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¢ Clique em “Install”:

¢ Apés a instalagéo ser finalizada,
clique em “Finish”:

3. IMPORTAGAO DAS CADEIAS
DE CERTIFICADOS

Faca o Download do arquivo ZIP no link
a seguir e abra-o na sequéncia:
Cadeias — Certificados para uso da
VPN SSL

O arquivo também pode ser baixado na
guia de “Aplicativos” disponivel na aba
de downloads da pagina de
teletrabalho.

¢ Ao descompactar o arquivo, vocé vera
duas pastas:

ﬁ GemPcCCID Setup

— x
)
Ready to install GemPcCCID mlto

Click Install to begin the installation. Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard,

1 GemPcCCID Setup X

Completed the GemPcCCID Setup
Wizard

Click the Finish button to exit the Setup Wizard.
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3.1.Instalagao dos certificados
AC Raizes Confiaveis

Dentro da pasta “Autoridades
Certificadoras Raizes Confiaveis”,
vocé encontrara o arquivo Autoridade
Certificadora Raiz Brasileira v5.cer.
Clique nele para abrir e siga os passos
abaixo:

¢ Clique em “Instalar Certificado”:

¢ Em seguida selecione a opgao
“Usuario atual” e clique para
avancar:

R

General Details  Certification Path

ﬂ Certificate Information

This certificate is intended for the following purpose(s):

= 2,16.76.1.1.0
» All application policies

*=Refer to the certification authority's statement for details.

Issued to: Autoridade Certificadora Raiz Brasileira w5
Issued by: Autoridade Certificadora Raiz Brasileira v5

Valid from 02/03/2016 to 02/03/2029

Install Certificate...| Issuer Statement

CK

o Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification autherity, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

Store Location
@ Current User

() Local Machine

To continue, dick Next.

Next Cancel
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¢ Selecione “Colocar todos os
certificados no repositorio a
seguir”, depois clique em “Procurar’.

e Selecione o diretdrio “Autoridade de
Certificagdo Raiz Confiaveis” e “Ok”

e Caso aparega uma mensagem
semelhante a exibida ao lado, basta
clicar em “Sim”

€ £¢ Certificate Import Wizard

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedfy a location for
the certificate.

() Automatically select the certificate store based on the type of certificate

|© Place all certificates in the following store

Certificate store:
| |I Browse... I

Mext Cancel

| Select Certificate Store X |

| ¢

Selact the certificate store you want to usa,

[C] show physical stores

| Personal A f
N Trusted Root Certification Authorities .
_ Enterprise Trust

| Intermediate Certification Authorities

Active Drectory User Object
Trwtad Dy hNchare

]

Aviso de Seguranga

Vocé esta prestes a instalar um certificado de uma autoridade
de certificacdo que diz representar:

AC Raiz da Secretaria da Fazenda-SP V1

O Windows ndo pode validar que o certificado € de "AC Raiz
da Secretaria da Fazenda-SP V1", Confirme a origem
contatando "AC Raiz da Secretaria da Fazenda-SPV1". O
seguinte numero o ajudara a executar o processo:

Impressao Digital (shal): EEE797E2 ABECA31B 518336E3
D4700F5B ASE79CAD

Aviso:

se vocé instalar este certificado raiz, o Windows confiara
automaticamente em qualquer certificado emitido por esta
autoridade de certificacdo. A instalacdo de um certificado com
uma impressdo digital ndo confirmada representa um risco de
segurancaSe clicar em "Sim’, vocé reconhece esse risco.

Deseja instalar o certificado?
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3.2.Instalagao dos certificados
AC Intermediarias

Name Date modified

Na pasta “Autoridades Certificadoras B AC Imprensa Oficial SP RFB G5 cer
nprensa Oficial SP RFB G5.cer
Intermediarias”, vocé encontrara os B AC PRO
. . I AC Secretaria da Receita Federal do Brasil v4.cer 3 11:07 Security Certi
seguintes arquivos: i ecretana ca fecela Fedeml o Brasiv e

Para realizar a instalagao, basta abrir o
arquivo e seguir 0s passos abaixo.
OBS.: O procedimento abaixo
devera ser realizado em todos os
certificados da pasta.

n  Certificate X

General Details Certification Path

¢ Clique em “Instalar Certificado”:
-] Certificate Information

This certificate is intended for the foll
« All application polides

*Refer to the certification authority's statement for details.

Issued to: AC Imprensa Ofidal SP RFB G5

Issued by: AC Secetaria da Receita Federal do Brasil v4

valid from 04/12/2017 to 20/02/2029

instal Certificate...] = Issuer Statement

OK

o Certificate Import Wizard

¢ Selecione a opcao “Usuario atual” e

clique para avancar.
Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure netwark
connections, A certificate store is the system area where certificates are kept,

Store Location
@ Current User

() Local Machine

To continue, dick Next.

Next Cancel
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e Marque a opc¢ao “Colocar todos os
certificados no repositério a
seguir”, depois clique em
“Procurar’.

e Selecione o diretdrio “Autoridade
Certificadora Intermediaria” e “Ok”.
Em seguida, avance para a proxima
tela.

¢ Por fim, clique em “Concluir’ > “Ok”

€ ¢ Certificate Import Wizard
Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for

the certificate.

() Automatically select the certificate store based on the type of certificate
I@ Place all certificates in the following store
Certificate store:
| |I Browse... I
Next Cancel
Select Certificate Store X

Select the certificate store you want to use,

| Personal A
| Trusted Root Certification Authorities

| Enterprise Trust

| Intermediate Certification Authorites|

| Active Directory User Object
Tr ictnd Dy ihlichare ¥
< >

[[] show physical stores

o= |

o The import was successful,

QK
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